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Abstract— Hybrid clouds have been at the forefront of cloud computing providing better flexibility and interoperability, allowing

workloads to move between on-premise servers, private and public clouds. They provide a large number of data deployment options

for organisations, helping them make an informed decision on the basis of their requirements ranging from latency and security to

control and costs. The general trend for most companies using a hybrid strategy is to use the public cloud for their test and

development applications, email, CRM and their private cloud for workloads that tend to comprise of mission critical or sensitive

items, plus heavy data analysis applications. However, as is true with any distributed environment, the hybrid cloud environment has

its own fair share of challenges that affect availability, security and durability. This paper is an attempt to discuss the migration

considerations to the cloud, the challenges faced in a hybrid environment and the solutions that have been made available by the

emerging cloud computing services like Amazon Web Services (AWS) and other major providers.

Index Terms— Cloud Computing, Distributed Computing, Amazon Web Services (AWS), Microsoft Azure, VPC, VPN, Scalability.

1 INTRODUCTION

Cloud computing is a model for enabling convenient, on-

demand network access to a shared pool of configurable
computing resources (e.g., networks, servers, storage,
applications, and services) that can be rapidly provisioned and
released with minimal management effort or service provider
interaction[1]. The use of distributed models to enable lower
latency and provide better performance for cloud services is
common to various cloud providers. Hybrid clouds are
created by combining both, public and private infrastructures,
allowing companies and institutions to manage their
computing infrastructures in flexible ways and to dynamically
take advantage of externally provided resources. The real
advantage of hybrid cloud lies in the ability to gain a
comfortable and flexible middle ground to ensure all your
workloads are treated appropriately and cost-effectively.
Considering the growing needs for large computation power
and the availability of a growing number of clouds distributed
over the Internet and across the globe, this paper addresses
the issues encountered in distributed computing in a hybrid
cloud environment and how we can leverage the leading
container and cloud computing services to effectively solve
these issues with minimal effort.

2 THE SHIFT FROM PusLIc To HYBRID CLOUD

In late 2010, organisations expressed concerns over the
security of public clouds leading to a rise in the popularity of
private clouds. Since then, there have often been debates as to
how to strike a balance between the public and the private
paradigms, eventually leading to the concept of hybrid clouds.
Organisations must take into consideration the following

factors to determine the viability of hybrid clouds for their
operation.

Fit-for-purpose: =~ Employing hybrid clouds facilitates
organisations to store their most sensitive data on dedicated
hardware while simultaneously benefiting from the public
cloud's cost efficiency and on-demand scalability.

Increased Speed to Market: For many organisations with an IT
infrastructure that is working near or close to capacity,
launching new environments can become a challenge leading
to multiple delays that potentially hinder business. Hybrid
clouds have allowed resources to be deployed and
commissioned in an automated process, yielding results at
hugely improved speeds. Thus, companies are no longer
limited by their IT footprint, enjoying a lesser time-to-market
for their products.

Improved Security Capabilities: In public clouds, data is not
stored entirely in a private location across private systems but
rather in shared servers accessed via the internet. Hence, there
certainly is an argument to be made that network security is
compromised in public cloud environments. Hybrid clouds
facilitate placing your sensitive customer data on a dedicated
server while running your front-end applications in the public
cloud — creating a seamless, agile and secure environment.

Cost Benefits: Hybrid clouds reduce an organisation’s total
Cost of Ownership, match their cost-patterns to their revenue
and demand patterns and transition from a capital-intensive
cost model to an OpEx-based model.

Business Continuity: A business continuity solution isn’t
merely backing up and/or replicating content to the cloud,
nor is it simply a Disaster Recovery plan. Business continuity
refers to the ability of an organisation to continue to do
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business during a failure or disaster. In other words,
whenever a failure occurs, the operations of the organisation
should resume with a minimum downtime. Such a solution
therefore needs to be planned to consider key elements such
as resilience, recovery and contingency. Where critical data is
replicated to a cloud solution in a different location to the
primary systems, hybrid cloud solutions are often considered
by organisations as a key component of a business continuity
solution.

3 CHALLENGES IN DISTRIBUTED CLOUD COMPUTING

The primary challenge in hybrid cloud computing is
providing a seamless operation across platforms, using cloud
application programming interfaces (APIs) and hypervisors
thereby making the difference between the public and the
private cloud undecipherable to the user. Data center tools are
usually preferred to manage hybrid cloud environments.
Ideally, there should be provisions to create applications, or
move existing applications between the clouds in a hybrid
cloud environment, without having to change anything
fundamental like networking, security policies, operational
processes or management/monitoring tools. This is a problem
because, due to issues around interoperability, mobility and
differing APIs, tools, policies and processes, hybrid clouds
generally increase complexity.

Integration complexity: A successful integration of private and
public clouds is one of the biggest issues faced by enterprises
today. Such issues need to be solved effectively to aid hybrid
cloud infrastructure and its effective performance. The
technical skills required to integrate multiple cloud services is
quite high. While transferring regular applications between
clouds is quite easy, moving configurations and Meta data
across environments is more difficult, involving higher
degrees of complexity.

Another major issue affecting integration is comparability. The
feasibility of the hybrid cloud will be determined by the
nature of the workload, its size and complexity. The most
challenging task, where even the most seasoned technicians
fail is to understand the patterns and tools required to move
processes. Further, creating and managing infrastructure to
handle legacy applications and their migration to the cloud is
extremely complex and has hundreds of applications
involved.

Networking: Any hybrid cloud computing model that seeks to
have long-term success must have an impeccable network
design. Implementing hybrid cloud infrastructure resembles
opening a new data center. However, instead of opting for
multiple internet service providers and network equipment
and hardware of your choice, hybrid cloud requires relying on
a cloud provider. Because of this restriction, make sure that
your selected cloud provider covers the following three
aspects. First is the ability to design and implement virtual
private cloud networks (VPC) with subnets with a defined
range of IP addresses. The second is the ability to set up
virtual private network (VPN) connection options compatible
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with available hardware or software. All in all, network
design must take into consideration various factors such as
network bandwidth, management between public and private
clouds, the impact of location on your network, the network
requirements for each individual application, the security
requirements of different types of data, and numerous other
factors.

The final aspect in case low network latency is needed or to
avoid public internet traffic, consider the ability to establish a
direct connection between your private data center and VPC
(as is provided by cloud computing leaders AWS, Azure and
Google). Also, establishing connectivity between your data
center on premises and a cloud in your network infrastructure
would be completely your responsibility, so plan it in
advance.

A network topology must be planned, factoring in its security
and the potential latency between the different layers, both
between internal and external resources. Mature cloud
providers, such as Amazon and Microsoft, already recognize
the importance of connectivity and have developed their own
hybrid cloud network solutions: DirectConnect and
ExpressRoute, respectively.

Migration: The process of migration usually takes place in
stages. The two typical stages are server migration and data
migration. The first stage, server migration refers to moving a
fleet of servers from a private data center to the cloud. The
main challenge encountered here is the choice of an
implementation strategy that availability of resources,
expertise, services modernization and time to market. The
second stage, data migration, refers to the process of moving
data stored in your file system on the database servers to the
cloud. Two typical challenges involved are the size of the data
volume and the ability to move it without service interruption.

Compliance: The issue of compliance can be viewed from two
perspectives, the legal and the technical. To ensure legal
compliance, the cloud provider must have all the required
certifications to comply with policies and governmental
regulations in a target state or country. To ensure technical
compliance however, your cloud provider is in charge of
hardware, while you are responsible for software
configuration and applications security. Technical compliance
differs from one cloud provider to the next. Make sure you
have enough tools to implement a secure and compliant
solution according to your requirements and needs.

4 SOLUTIONS FOR IMPLEMENTING DISTRIBUTED HYBRID

CLoup

Even though implementation of a hybrid cloud might seem
rather challenging, numerous cloud providers offer solutions
that are capable of overcoming the mentioned issues and
ensure successful hybrid cloud implementation. Determine
your priorities and needs, build a clear vision of what to
expect from a cloud provider and get ready for the benefits of
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the hybrid cloud. The names approaches mentioned can differ
from one cloud provider to the next, however, the underlying
service offered still remains the same. Below, we study the
approaches listed by Amazon Web Services, which might be
known by different names under Microsoft Azure and the
Google Cloud platform.

Amazon VPN

A virtual private network enables the ability to extend a
subnet from one geographic location to another geographic
location on two seperate networks. This is essentially
extending the on-premise network to the cloud, or the cloud to
the on-premise network. For AWS, this allows us to
communicate with all resources (example EC2 instances)
internally without the need for public IP addresses and an
internet gateway. The VPN connection has two parallel routes
or IPSec tunnels, which is for redundancy. The whole system
of the VPN can be set up with three elements, namely the
customer gateway, the virtual private gateway and the VPN
connection itself.

Customer Gateway: The customer gateway could be a
physical device or a software application that forms the part of
the VPN connection on the on-premise side.

Virtual Private Gateway: The VPG forms the part of the VPN
connection on the Virtual Private Cloud side that has been
hosted on the AWS account.

The actual VPN connection that is set up and managed by
AWS offers a perfect solution that effectively connects the VPC
to the on premise servers.
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AWS DIRECT CONNECT

The Direct Connect service by AWS provides a dedicated
network connection between your own network and one of
AWS'’s own Direct Connect locations. This is done via a Direct
Connect Provider which is usually Verizon or other ISPs.
Direct Connect has the following advantages over standard
VPN connections.

Reduce network costs: Reduce bandwidth commitment to
corporate ISP over public internet. * Data transferred over
direct connect is billed at a lower rate by Amazon (data
in/out).

Increase network consistency: Dedicated private connections
reduce latency (over sending the traffic via public routing).
Dedicated private network connection to on-premise: Connect
the direct connect connection to a VGW in your VPC for a
dedicated private connection from on-premise to VPC and use
Multiple VIF (Virtual Interfaces) to connect to multiple VPCs.

The following comparison gives us a better idea of the

advantages of Direct Connect approach over the VPN
approach.
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6 CONCLUSION

To conclude, a hybrid cloud model must be implemented with
careful planning, estimation, and understanding of all the
associated parameters that have been discussed in this paper. By
bridging the gap between the current infrastructure solutions and
future-proofed infrastructure technology, organizations can be set
up for a more stable as well as innovative future. Owing to its
nature, there is no one-size-fits-all solution for hybrid cloud. Due
diligence must be exercised by cloud architects and customers
alike before deploying a suitable hybrid cloud infrastructure for
their business. Proper planning is required to develop a hybrid
cloud deployment model. Identifying and selecting the right
resource model at the beginning itself is important as course
correction at later stage could be disruptive for systems with such
complexities.
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